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Abstract

This guide helps the user deploy and use the management pack for DPM 2007 on System Center Operations Manager 2007.

The information contained in this document represents the current view of Microsoft Corporation on the issues discussed as of the date of publication.  Because Microsoft must respond to changing market conditions, it should not be interpreted to be a commitment on the part of Microsoft, and Microsoft cannot guarantee the accuracy of any information presented after the date of publication.

This White Paper is for informational purposes only.  MICROSOFT MAKES NO WARRANTIES, EXPRESS, IMPLIED OR STATUTORY, AS TO THE INFORMATION IN THIS DOCUMENT.

Complying with all applicable copyright laws is the responsibility of the user.  Without limiting the rights under copyright, no part of this document may be reproduced, stored in or introduced into a retrieval system, or transmitted in any form or by any means (electronic, mechanical, photocopying, recording, or otherwise), or for any purpose, without the express written permission of Microsoft Corporation. 

Microsoft may have patents, patent applications, trademarks, copyrights, or other intellectual property rights covering subject matter in this document.  Except as expressly provided in any written license agreement from 

Microsoft, the furnishing of this document does not give you any license to these patents, trademarks, copyrights, or other intellectual property.
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System Center Data Protection Manager 2007 Management Pack Guide for System Center Operations Manager 2007

The System Center Data Protection Manager 2007 (DPM) Management Pack Guide explains how to use the DPM Management Pack to monitor the state of data protection and recovery for DPM servers and the computers that they protect, and to monitor key health and performance indicators on DPM servers.

This guide presents an overview of the DPM Management Pack, provides instructions for deploying the management pack in an existing System Center Operations Manager 2007 environment, and provides a technical reference to the computer attributes, computer groups, notification groups, and rules that define the behavior of the DPM Management Pack.
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Monitoring Capabilities

System Center Data Protection Manager 2007 (DPM) is a server software application that enables disk- and tape-based data protection and recovery for protected computers within an Active Directory Domain Services (AD DS) domain. DPM performs replication and recovery point creation to provide reliable protection and rapid recovery of data by both system administrators and end users. 

By using the DPM Management Pack, an administrator can centrally monitor the state of data protection and recovery for multiple DPM servers and the computers that they protect. The Management Pack also monitors key health and performance indicators on DPM servers.

For DPM servers, the DPM Management Pack monitors the state of DPM database and service health, server performance, and key indicators such as disk availability and configuration changes to volumes protected by DPM. For protected computers, the DPM Management Pack monitors the state of connectivity with DPM, data recovery operations for protected volumes, and replicas and recovery points that are stored on the DPM server.

Management Pack Monitoring Capabilities

	Scenario
	Monitored Conditions and Tasks

	Monitor DPM servers
	Are the databases that DPM uses healthy and available for performing protection activities?

Have DPM service failures occurred?

Are CPU usage and memory usage on DPM servers within normal performance ranges?

Can DPM access all disks that have been assigned to the DPM storage pool?

Are permissions for end-user recovery being successfully updated to ensure that only authorized users can retrieve previous versions of protected data?

Have configuration changes to protected volumes caused potential lapses in protection? 

	Monitor data protection activities on computers protected by DPM
	Can DPM connect to DPM protection agents on protected servers to perform protection activities?

Are DPM administrators successfully recovering previous versions of protected data from the DPM storage pool?

Are initial replicas created successfully when a new protection group is added? 

Are all replicas on the DPM server consistent with their data sources on the protected computers?

Are synchronizations and consistency checks for volumes that are protected in DPM failing?

Are scheduled recovery points being created successfully to ensure access to previous versions of protected data sources?

	Diagnose and resolve problems on a remote DPM server
	Create a remote desktop connection to the DPM server that is protecting a computer.

Start and stop the DPM service on a remote DPM server.

Ping a DPM server or a protected computer.


State Monitoring Definitions

This Management Pack provides state monitoring based on the definitions described in the following table.

Management Pack State Monitoring Definitions

	State
	Health State

	Green (Success)
	Operations are completing successfully.

	Green (Informational)
	Informational alerts are present that you might want to act on.

	Yellow (Warning)
	Conditions exist that might cause future issues.

	Red (Critical Error)
	A serious problem needs immediate attention.


Resolving Alerts Manually

When you resolve an alert manually, the health monitor does not show the updated state automatically. Perform the following steps to update the health monitor.
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To resolve an alert manually

	1.
Open the Operations Console.

2.
Browse to the monitor of the alert you resolved.

3.
Click Reset Health State.
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Note 

If you are using Operations Manager 2007 with SP1, click Recalculate Health State.

Installing a New Management Pack

You can install the System Center Data Protection Manager 2007 (DPM) Management Pack from the Administration pane in Microsoft System Center Operations Manager 2007. 

Before you can install the management pack you must download and install the update described in KB949779.

Downloading and Installing KB949779

To download the update described in KB949779, go to http://go.microsoft.com/fwlink/?LinkId=82105. 
You need to install this update only on DPM servers; it is not required to be installed on protected computers or on the Operations Manager server.

Downloading the DPM 2007 Management Pack

For the latest version of the DPM 2007 Management Pack, see http://go.microsoft.com/fwlink/?LinkId=82105. 

Importing a Management Pack

Use the following procedure to import the DPM 2007 Management Pack into Operations Manager 2007.
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To import a management pack

	1.
Log on to the computer with an account that is a member of the Operations Manager Administrators role for the Operations Manager 2007 Management Group.

2.
In the Operations Console, click Administration.
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Note 

When you run the Operations Console on a computer that is not a Management Server, the Connect To Server dialog box displays. In the Server name text box, type the name of the Operations Manager 2007 Management Server that you want the Operations Console to connect to.

3.
In the Actions pane, click Import Management Packs, browse to the location of the management pack, and then click Open. 
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Note 

The DPM 2007 Management Pack filename is Microsoft.Windows.SystemCenterDPM.mp.

4.
In the Import Management Packs dialog box, which displays the Management Packs that you selected, click Add or Remove to edit the list of management packs to be imported. When the list is complete, click Import.

5.
After the import process is complete, and the dialog box displays an icon next to each management pack indicating success or failure of the importation, click Close. 


The Management Packs pane of the Operations Console lists all imported management packs.

Considerations for Deploying the Operations Manager Agent

You must install the Operations Manager agent on all servers that you want to monitor. 

Technical Reference

After you import the management pack and give it at least one hour to gather data, you will begin to see monitoring data in the Operations Manager 2007 Operations Console. In the Monitoring pane, the System Center Data Protection Manager 2007 (DPM) node and child nodes contain views for DPM.

Computer Attributes
The DPM Management Pack collects the following attribute for computers:


Microsoft System Center Data Protection Manager

DPM Server Groups
The DPM Management Pack includes the following computer group:


Microsoft System Center Data Protection Manager 2007 Servers

Management Pack Rules

The DPM Management Pack contains five rule groups:


Performance


Alerts


Server


Service Discovery

Use the following path to locate all rule groups for the DPM Management Pack:

Microsoft Operations Manager\Management Packs\Rule Groups\Microsoft System Center Data Protection Manager (DPM)\Data Protection Manager\

Performance Rule Group

The rules in the Performance rule group, described in the following table, measure performance or generate alerts based on performance thresholds.

These rules use providers from the Microsoft Windows Servers Base Operating System Management Pack for Microsoft System Center Operations Manager 2007.

To view the performance data, you must import that management pack. For download information, see the Management Pack and Product Connector Catalog (http://go.microsoft.com/fwlink/?linkid=47215).
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Note 

You must download the Windows Server Operation System management pack before you can view the data. For download information, see the Management Pack and Product Connector Catalog
Rules in the Performance Rule Group for DPM

	Rule
	Type
	Enabled
	Severity
	Dependencies and Other Notes

	Performance Measuring: CPU Usage
	Measuring
	No
	
	

	Performance Measuring: Memory Availability
	Measuring
	No
	
	

	Performance Threshold: CPU usage > 80% for more than 30 minutes
	Threshold
	Yes
	Warning
	This rule generates an alert when a Windows performance counter crosses the defined threshold. In response to the alert, the state of the Performance component of the DPM monitoring object is updated to Yellow.

	Performance Threshold: Memory < 100 MB for more than 30 minutes
	Threshold
	Yes
	Warning
	This rule generates an alert when a Windows performance counter crosses the specified threshold. In response to the alert, the state of the Performance component of the DPM monitoring object is updated to Yellow.


Alert Rule Group

The rules in the Alert rule group are identical to all the System Center Data Protection Manager (DPM) alerts that might require a user action, so that an administrator can monitor data protection for multiple DPM servers from the Microsoft System Center Operations Manager 2007 Operations Console. The management pack filters out alerts that do not require user action.

The severity of the alert in DPM determines the severity of the mirrored alert in the Operations Manager Operations Console. 


Warning alerts in DPM become warning alerts in Operations Manager


Error alerts in DPM become critical errors in Operations Manager


Information alerts in DPM are information alerts in Operations Manager


An inactive alert in DPM, the alert becomes an inactive alert in Operations Manager and does not display.

The product knowledge can be found in the alert details of the Operations Manager Operations Console This product provides comprehensive information about each alert, including a summary of the problem, possible causes, resolutions, and additional information sources.

Rules in the Alert Rule Group for DPM

	Rule
	Enabled
	Severity

	Protected Computer
	
	

	DPM Alert 370: Agent operation failed
	Yes
	Critical Error

	DPM Alert 3122: Agent unreachable
	Yes
	Warning

	DPM Alert 3311: Backup to tape failed
	Yes
	Critical Error

	DPM Alert 3116: Failed to stop protection
	No
	Critical Error

	DPM Alert 3118: Manual replica creation pending
	No
	Informational

	DPM Alert 3121: Agent incompatible
	Yes
	Critical Error

	DPM Alert 3123: End user recovery permission update failed
	Yes
	Warning

	DPM Alert 3312: Library catalog build failed
	Yes
	Warning

	DPM Server
	
	

	DPM Alert: DPM server availability
	Yes
	Critical

	DPM Alert 369: No agent on cluster node
	Yes
	Critical Error

	DPM Alert 24059: Tape encryption certificate expiration
	Yes
	Warning

	DPM Alert 3168: Database size threshold reached
	Yes
	Warning

	DPM Alert: Memory usage
	Yes
	Warning

	DPM Alert: Processor usage
	Yes
	Warning

	Data source
	
	

	DPM Alert 3178: Consolidation of recovery points of replica failed
	Yes
	Warning

	DPM Alert 3111: Recovery failure
	Yes
	Warning

	DPM Alert 3165: Recovery partial success
	Yes
	Warning

	DPM Alert 3114: Recovery point creation failure
	Yes
	Critical Error

	DPM Alert 3163: Replica inconsistent
	Yes
	Critical Error

	DPM Alert 3106: Replica verification in progress
	Yes
	Critical Error

	DPM Alert 3115: Synchronization failed
	Yes
	Warning

	DPM Alert 3161: Volume missing
	Yes
	Critical Error

	DPM Alert 3170: Job initialization failure
	Yes
	Critical Error

	DPM Alert 3169: Recovery point volume threshold exceeded
	Yes
	Critical Error

	DPM Alert 3100: Replica volume threshold exceeded
	Yes
	Warning

	DPM Alert 3128: Data corruption detected
	Yes
	Warning

	DPM Alert: Data corruption detected during read
	Yes
	Warning

	Disk
	
	

	DPM Alert 3120: Disk missing
	Yes
	Critical Error

	Library
	
	

	DPM Alert 3310: Data set copy failed
	Yes
	Critical Error

	DPM Alert 3316: Detailed inventory failed
	Yes
	Critical Error

	DPM Alert 3305: Free media threshold reached
	Yes
	Warning

	DPM Alert 3301: Library not available
	Yes
	Critical Error

	DPM Alert 3302: Library not working efficiently
	Yes
	Warning

	DPM Alert 3308: Media erase failed
	Yes
	Critical Error

	DPM Alert 3309: Media verification failed
	Yes
	Critical Error

	DPM Alert 3317: Tape data integrity issues
	Yes
	Critical Error

	DPM Alert 3315: Job waiting for tape
	Yes
	Critical Error

	Drive
	
	

	Alert 3303: Drive not functioning
	Yes
	Critical Error


Server Rule Group

The Server rule performs health checks on the System Center Data Protection Manager (DPM) service and monitors database availability. The rule generates alerts in Microsoft System Center Operations Manager 2007 when the service or database is not available. The following table describes the rule in this rule group.

Rules in the Server Rule Group for DPM

	Rule
	Type
	Enabled
	Severity
	Description

	DPM Server Not Available
	Event
	Yes
	N/A
	This rule generates an event in Operations Manager when the DPM database or service is not available. The DPM Server rule uses this information to generate an alert. As a result of the alert, the state of the DPM server is updated to Red.


Service Discovery Rule Group

This rule group contains a single rule, described in the following table, which collects information about managed computers for the System Center Data Protection Manager (DPM) Management Pack.

Rules in the Service Discovery Rule Group for DPM

	Rule
	Type
	Enabled
	Severity
	Description

	DPM Server Discovery
	Event
	Yes
	N/A
	This rule runs a script that pings all the servers on the network and identified the machines running DPM 2007

	DPM Data Discovery
	Event
	Yes
	N/A
	This rule runs a script to identify all DPM servers and lists out the objects on that server. The objects could be protected computers, data sources, drives, disks and libraries.
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